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Introducing of Penetration Test
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Workflow
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Information List (Checklist)
(Input by product team)
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Information Response

Contact person (name, phone and email)

Project Name

Project Description

System Type (Web App / Mobile App / Infrastructure)

Login required?

User roles (e.g. Approver, CMS admin)

Architecture (On-premise / Private Cloud / Public Cloud)

For public cloud, specify vendor platform (e.g. AWS)

Required cloud configuration review?

Contain API call?

Entry URLs

Other hidden URLs

Testing location (onsite/remote)

Available testing period

Available testing time window

Information List: 



Other Preparation Items (Checklist)
(Input by product team)
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Others preparation items:
 System architecture diagram – High level
 User guide/manual 
 API specifications
 Application testing accounts (2 accounts per user roles)
 Cloud IAM accounts for cloud configuration review (read-only account)
 IP whitelist arrangement for PT vendor to access the target



Kick-off Meeting

►Application briefing

►Test preparation

►Test schedule
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Findings Report
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Findings Report
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Findings Report
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Release Report 
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Thank you
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